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Executive Summary  

The second quantum revolution is imminent and quantum communications is one of the main 

reasons since it has been identified as information-theoretical secure for data transmission. 

However, to achieve quantum communication networks, available compact and high-

performance modules are needed together with deployed experimental testbeds for the 

evaluation of these modules with real application scenarios.   

Under these premises, the Quantum Flagship UNIQORN project was designed aiming at early 

prototyping of components and system-on-chip implementations. In UNIQORN, complex 

systems will be integrated into highly miniaturized quantum-optic modules enabling quantum 

mechanical features such as entanglement and light squeezing. Moreover, these quantum 

technologies will be assessed in novel protocols such as oblivious transfer and one-time 

programs. To prototype these UNIQORN quantum technologies, field trials will be undertaken in 

city networks and the national dark fibre considering different real network scenarios. 

This deliverable D2.1 includes the first steps towards these goals within the UNIQORN project. 

In D2.1, the main specifications of the UNIQORN quantum technologies are described based on 

the component and system functionalities of each technology. Initial set of parameters are 

defined, considering the technologies proposed with view on the integration of systems within 

potential quantum communication networks and applications. With regards to the applications, 

D2.1 list important scenarios where the quantum technologies developed in UNIQORN could be 

implemented. 

The methodology used for this deliverable includes the discussion of the quantum devices 

contemplated within the UNIQORN framework. This will be the foundation for the systems that 

integrate the different technologies in order to achieve specific functionalities. In turn, the 

systems created in UNIQORN will be evaluated in field-trials. More importantly, very well-

defined use cases will determine the usability of the quantum technologies proposed.    

 
 

The first part of this deliverable D2.1 includes the description and initial specification of the 

quantum devices to be developed during the UNIQORN project. One of the quantum devices 

developed in UNIQORN is the differential phase shift (DPS) transmitter, which is specified in 

this D2.1. The DPS main building blocks are described considering its functionality and 

operation. Also, to convert wavelengths in the regime for photon-pair generation, a compact-

size mode-locked laser is specified. To this end, different types of photon-pair sources are 

included in the D2.1, such as polarisation-entangled and time-bin sources. Add-on polymer 

modules are also specified in this document for different functionalities such as up-conversion, 

SHG and electro-absorption modulator.      
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The implementation of reconfigurable optical add/drop multiplexers (ROADMs) is also included 

within UNIQORN for routing telecommunication channels together with quantum channels and 

initial specifications are included in this deliverable. In addition, the design of quantum random 

number generators (QRNGs) is included in D2.1 and will exploit a microelectronic chip of 

Single-Photon Avalanche Diode (SPAD) arrays  with 1x2 and 1x16 arrays of single-photon 

avalanche detectors (SPADs) and the implementation of a continuous-variable (CV) receiver is 

specified, considering the major challenge of manufacturing coherent detectors. 

With regards to squeezed light sources, UNIQORN will follow two approaches in the design. 

One is based on a periodically poled lithium niobite (PPLN) waveguide and the other approach 

is based on a bulk PPKTP crystal. The initial specifications of such approaches are listed in this 

deliverable D2.1. 

The second part of this deliverable D2.1 includes the system specifications. In this part, the 

design of a quantum white box is specified, with the main requirements listed. The main 

functionality of this quantum white box will focus on the flexible allocation of classical and 

quantum channels. Also, a DPS QKD system is briefly described in this document, as an 

integration of the previous work on DPS transmitters. Heralded single-photon sources described 

in this D2.1 will be built, during the UNIQORN project, with wavelength conversion capabilities 

based on PPLN waveguides. The specification of a QRNG integrated on a network interface 

card (NIC) is also described in here for practical evaluation in an operational system.   

In addition to the previously mentioned systems, UNIQORN includes the design and 

specification of the oblivious and one-time program distribution systems, described in this D2.1. 

In this oblivious system, squeezed light sources will be used to implement an equivalent 

prepare-and-measure scheme. For the one-time program distribution system, UNIQORN 

contemplates the demonstration of a quantum information processing to execute and encode 

classical computation. Initial specifications are described in this document as well. 

The third and final part of this deliverable D2.1 includes the UNIQORN application scenarios. 

One-time programs for cloud processing are detailed in this D2.1 with practical key performance 

indicators. These programs can be successfully applied with an arbitrarily high success 

probability in the implementation of one-time digital signatures. Oblivious transfer is also 

detailed in this document, aiming at the secure database access application.       

With respect to optical networks, UNIQORN foresees the application scenarios of multidomain 

networking, 5G quantum security and DPS-based passive optical network (PON). For the case 

of the multidomain network, the operator’s metro network of COSMOTE is used as a reference 

for study of potential coexistence of classical and quantum channels. Then, the networking 

infrastructure in Bristol is considered for evaluating this coexistence. Regarding the 5G quantum 

security scenarios, in UNIQORN different aspects are considered and the key performance 

indicators are listed in D2.1. These 5G quantum security scenarios considered comprise novel 

5G fronthaul and backhaul designs, including Internet of Things (IoT) infrastructures secured by 

quantum communications.     
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1 Introduction 

The UNIQORN project aims at developing key components for quantum communication 

systems. These components are differential phase-shift (DPS) transmitters, mode-locked laser 

modules, reconfigurable optical add/drop multiplexers (ROADMs), photon-pair sources, add-on 

polymer modules, quantum random number generator (QRNG), squeezed light sources, 

continuous-variable (CV) receivers, and Single-Photon Avalanche Diode (SPAD) detectors. 

Based on these components, main quantum systems will be assembled for further UNIQORN 

network-level integration. Systems such as quantum whiteboxes, DPS QKD, heralded photon 

sources, QRNG-on-Network Interface Card (NIC), oblivious system and one-time program 

distribution system (quantum encoder) are UNIQORN building blocks for heterogeneous 

quantum networks and applications. Moreover, in UNIQORN, selected quantum applications will 

be evaluated in laboratories and in field considering current and future network infrastructures. 

Scenarios such as one-time programs for cloud-based processing, oblivious transfer, 

multidomain networks, 5G quantum security and DPS passive optical networks (PONs) are 

foreseen as important applications to be tested and demonstrated during the UNIQORN project.   

 

1.1 Purpose and scope of the document 

Deliverable D2.1 contains the initial specifications of the devices and systems to be delivered 

within the timeframe of UNIQORN. Since the design of such devices and systems will be 

continuously progressing, this deliverable D2.1 is considered as a living document, meaning 

that regular updates will be taken into account considering feedback from the design and 

experiments of other work packages. Several key parameters are listed in this document D2.1 

together with some approximations of their values to provide a reference of the work that will be 

delivered. With respect to applications, deliverable D2.1 will provide the initial set of scenarios 

considered in UNIQORN to demonstrate the capabilities of the devices and systems designed. 

These scenarios will respond to different key performance indicators (KPIs) included in this 

document D2.1 to evaluate the application in an objective manner.     

 

1.2 Relation to other project work 

Deliverable D2.1 will consider the feedback from other work packages (WPs). For the device 

designs, D2.1 will take into account feedback from WP3 and WP4. From WP7, D2.1 will 

consider the feedback of the experimental work. The output of task T2.1 will be the main 

provider of this D2.1 for a comprehensive set of documents summarizing all targeted network-

level specifications for reference scenarios. 

 

1.3 Structure of the document 

The structure of deliverable D2.1 includes three main chapters: chapter 2 “Device 

Specifications”, chapter 3 “Systems Specifications” and chapter 4 “UNIQORN Application 

Scenarios”. In Chapter 2, sever subsections are included for different devices. Chapter 3 

includes the explanation of six systems to be developed in UNIQORN. Chapter 4 contains five 

application scenarios that will be demonstrated during UNIQORN.    
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Figure 2-2. First quantum ROADM design offering full connectivity and wavelength choice.   

 

 
 

Figure 2-3. Second quantum ROADM design offering reduced connectivity, while keeping full 

wavelength choice.   

 

In both versions of the quantum ROADM, good operation is based on the assumption of the 

very low polarization sensitivity of the PolyBoard platform. Although this is true, the platform can 

still feature low polarization dependence, which can affect the performance of the ROADM to a 

certain extent. In order to eliminate this problem, a polarization rotator can be inserted in one of 

the two input ports, enabling the operation of the ROADM with a single polarization state 

(provided of course that the EPR source is attached to the ROADM and the interconnection 

between the two modules is realized with the use of polarization maintaining (PM) fibers. 
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3 System Specifications 

3.1 Quantum White Box 

The use of white boxes in optical networks has attracted increasing interest over the last years 

to allow node disaggregation and interoperation of modules from different suppliers, enabling 

network optimisation and reducing costs [Sambo-2018, Velasco-2018]. White boxes have also 

been considered an important component for data centres since white boxes prove 

advantageous for server’s configurations [Robinson-2018]. Practical white box solutions have 

recently become available such as the Facebook solution named “Voyager”, which is 

considered the first white box transponder and routing solution [Lyubomirsky-2016]. This 

Voyager unit includes a packet transponder and open line transport system with open optical 

specifications enabling any user to contribute to the systems, components and/or software. In 

addition, this Voyager node system allows open and programmable network architectures.     

Based on the previous definition, a white box has to comply with the following requirements:  

• Disaggregation of network functionalities: Be built with discrete, open subsystems and 

interfaces that allow individual configuration and integration 

• Allow system programmability to support varied applications  

• Support vendor-agnostic integration and interoperability 

3.1.1 White Box Design and Requirements  

As part of the UNIQORN project, the design of a quantum white box (QWB) will allow for 

effectively and flexibly handling and routing the quantum and the classical signals 

simultaneously in advanced optical network topologies. 

Specifically, the UNIQORN QWB will consider the following application scenario: 

i. Full mesh optical network. The QWB will support a full-mesh topology both for classical 

and quantum channels 

ii. Dynamic Network. The UNIQORN QWB will allow dynamic network configuration in terms 

of topology, traffic allocation and resource allocation. 

iii. Quantum and Classical Channels Coexistence. The QWB designed and implemented in 

UNIQORN will allow for co-existence of classical and quantum channels. In the first 

implementation scenario, optical links for quantum and classical channels will be physically 

separated to allow seamless transmission of quantum channels. However, all signals will 

use the same routing elements in the nodes. The second version will consider co-existence 

of quantum and classical channels in the same fiber.  

 

In order to support the above networking application scenario, the QWB will be designed to 

support “Add/drop/passthrough” functionalities, where the QWB will employ the fundamental 

quantum ROADM component designed in section 2.3 to arbitrarily add and drop quantum and 

classical ports.  

 

In essence, the UNIQORN QWB will support the traditional ROADM functionalities of add/drop, 

pass-through and regeneration (repeater). However, for the purpose of the quantum channels, 

these functionalities will be adapted to the quantum processes in order to support the quantum 

protocols which will be integrated in the add/drop and regeneration functions. In addition, in this 

QWB architecture, reconfigurability is critical and the QWB must allow the quantum and 

classical components to be added or removed on demand, according to network design 
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considerations. To this end, a backplane platform can be considered (e.g. optical cross-connect, 

wavelength selective switch, arrayed waveguide grating router, etc.) to enable the plug-in or 

unplugging of components. 

 

3.1.2 Quantum Whitebox Architecture. 
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Figure 3-1: Quantum Whitebox architecture. 

 

Figure 3-1 shows a generic architecture of the proposed quantum Whitebox. In this whitebox, 

several operational units provide the functionalities to support the quantum and classical 

network applications. The ROADM functionalities will allow add and drop processing as well as 

pass through of classical and quantum signals. Basic multiplex of channels for both quantum 

and classical signals will be also undertaken in the QWB to transmit/receive signals to/from the 

optical fibres interfaced. An optical backplane will be integrated for dynamic synthesis of 

components and for interconnections from components to ports. 

Each unit will include a control block, which will interface to the centralized control of the QWB. 

This centralized QWB management and control platform will also be responsible for the 

communication with other QWBs. 

 

3.1.3 Quantum Whitebox Specifications 

Table 3-1 shows the main parameters required for the Quantum Whitebox.  
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Figure 3-2. Bluefield high level schematic 

  

Bluefield SmartNIC combines hardware encryption accelerators with embedded software and 

fully integrated advanced network capabilities, making it an ideal platform for developing 

proprietary security applications. It includes Arm v8 (64-bit) cores that provide cryptography 

extensions (A64, A32 and T32 instructions) for AES, SHA-1, SHA-224 and SHA-256. Moreover, 

it utilizes dedicated hardware for Public key exchange (RSA, Diffie-Hellman, DSA, ECC, EC-

DSA and EC-DH) and for the generation of random numbers (True Random Number Generator 

with entropy source).  

The QRNG transfers the random numbers to the SmartNIC via a serial digital interface such as 

USB or I2C. Since each random number created by the QRNG is 4-bit long, which is shorter 

than the random numbers used by modern security protocols, multiple QRNG outputs will be 

concatenated to reach the required size. The true random numbers are transferred in a 

continuous fashion from the QRNG to the SmartNIC and they are stored in a “random numbers 

pool” in the SmartNIC’s memory. The integration of the QRNG in a realistic scenario with the 

classical security protocol stack (e.g. public key exchange and encryption according to IPsec) 

will be realized using the BlueField’s hardware and software functions, while bypassing the 

onboard Random Number Generator and retrieving true random numbers from the “random 

numbers pool”. 

Figure 3-3 depicts the main building blocks for the end-to-end ecosystem including the 

proposed QRNG on NIC. The two hosts are network devices that need to exchange data over a 

secure IP network. The security related functions are offloaded to the BlueField SmartNICs; an 

example of a common security scheme involves the Diffie–Hellman key exchange and the 

IPsec authentication and encryption. The random numbers required by the security protocols for 

the establishment of a secure connection are generated by the Uniqorn QRNG, providing this 

way stronger security and demonstrating the seamless integration with a real communications 

network.     
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Figure 3-3. End-to-end demonstration of QRNG integration 

 

3.4.1 QRNG Specifications 

Table 3-4. QRNG on NIC Specifications 

I . QRNG on NIC min typ max Choice Comment 

NIC 
Host interface 

 
      BH 

 
Gb/s 

 
1 

 
 

138 
 

 
x16/x8 PCIe Gen 3.0/4.0 

Network interface       BN Gb/s 1  100  2xQSFP28 ports 

QRNG        

Repetition Rate B MHz 1 5 10  
Depending on SPAD 
deadtimes 

 

3.5 Oblivious System (OS) 

The continuous variable implementation of 1 out of 2 random oblivious transfer is described in 

our recent paper [Furrer-2018]. In the following, we first give a short summary of oblivious 

transfer and summarize its implementation. We will also give some information about alternative 

implementations if the required specifications on the on-chip quantum source cannot be met. 

Oblivious transfer is a basic cryptographic primitive that involves two parties, Alice and Bob, 

who do not trust each other. The two parties thereby want to be ensured that the other party 

cannot cheat or maliciously influence the outcome. The goal of the oblivious transfer protocol is 

the following: 

Alice has two messages and Bob wants to learn one of them according to his choice. The 

oblivious transfer protocol guarantees that Bob learns only one of the two messages but not 

both. The protocol also guarantees that Alice does not learn which of the messages Bob 

learned.  

The security of oblivious transfer against malicious parties can only be obtained in the noisy 

storage model. The noisy storage model restricts the power of Bob by limiting the amount of 

quantum memories he possesses and by making assumptions on their efficiency and excess 

noise. 

Oblivious transfer has been demonstrated in proof-of-principle experiments with discrete 

variables [Erven-2014] and continuous variables [Furrer-2018]. Our previous proof-of-principle 

experiment using continuous variables is based on Einstein-Podolsky-Rosen entanglement. The 

entanglement source generates entanglement by interfering two squeezed states with a pi/2 

phase shift on a balanced beam splitter. One of the output modes of the beam splitter was kept 
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Figure 3-4. Problem statement: A sender Alice and A receiver Bob would like to allow Bob to 

compute f(x) while not disclosing f or x to the respective other party 

 

This problem can be solved using a one-time program (first introduced in [Goldwasser-2008]). 

Which we describe in our paper as follows:  One-time programs are a computational paradigm 

that allows for functions that can be executed one time and one time only. Thus, if a software 

vendor encodes a function f as a one-time program, a user having only one copy of that 

program can obtain only one input-output pair (x; f(x)) before the program becomes inoperable. 

In the classical world, this is only possible through the use of one-time hardware or one-time 

memories [Goldwasser-2008], special purpose hardware that is physically destroyed after being 

used once. However, it is unclear whether such hardware can be realised in an absolutely 

secure way. An adversary may attack the specific implementation, seeking to circumvent or 

reverse whatever physical process is used to disable the device after a single use. Certain 

features of quantum mechanics, such as the no-cloning theorem [Wootters-1982], [Dieks-1982] 

and the irreversibility of measurements [Von Neumann-1955], suggest that it may enable a 

solution to this problem. It was recently shown, however, that deterministic one-time programs 

are impossible even in the quantum regime [Broadbent-2013]. As a result, it is believed that 

neither classical nor quantum information-theoretically secure one-time programs are possible 

[Goldwasser-2008], [Broadbent-2013], [Aaronson-2009], [Mayers-1997], [Lo-1998], [Hayashi-

2006] without further assumptions [Liu-2014], [Liu-2015], [Erven-2014], [Yao-1982]. Here, we 

demonstrate theoretically and experimentally that quantum mechanics does enable a form of 

probabilistic onetime program, which shows an advantage over any possible classical 

counterpart. These rely on quantum information processing to execute but encode entirely 

classical computation. Such probabilistic one-time programs circumvent existing no-go results 

by allowing a (bounded) probability of error in the output of the computation. We show that 

these quantum one-time programs offer a trade-off between accuracy and number of lines of 

the truth table read, which is not possible in the classical case. Remarkably, the experimental 

requirements to encode the probabilistic one-time programs we introduce are comparable to 

those of many quantum key distribution implementations, allowing for technological advances in 

that field to be harnessed for a new application. 

 
































